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Anonymous Communication

e Popular forms include threshold security, namely Tor

e Not necessarily bad

e Drawbacks

o Actors with resources can gain significant influence

o Can often be slow

Dingledine et al. (2004) 4




Non-Interactive Anonymous Router

e “NIAR" by Shiand Wu
e A single untrusted router with similar results
e Key takeaway: oblivious shuffling

e Theoretical, not implemented

M | Shi and Wu (2021) 5



(somewhat) Practical Anonymous Router

e “sPAR" by Das and Park
e Similaridea to NIAR, and showed implementation

e However, relatively slow

o Needs at least 4 seconds for 32 messages transmitted

o Speed scales with respect to the amount of messages

M | Das and Park (2025) 6



Motivation for our work

e |sit possible to achieve a fast implementation?

e Can we limit scaling performance with respect to number of messages?

e |sit possible to eliminate reliance on a single machine?




Our results

e Adding more routers to the system improves performance.

e A subset of messages still get sent when some routers fail.

e Opens the door for future performance improvements.
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Less informal overview

number of senders/receivers
number of routers
bin multiplier
message destination
ciphertext array
message multiset

QAT >3
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The two notions of security




The ARN experiment

TQaT =3
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message destination
ciphertext array
message multiset




The ARN experiment correctness




Sender Anonymity

e An adversary can know:

o The destination and message from every corrupt sender

o The content of every message
e An adversary cannot know:

o The sender of a specific message

o The destination given by a sender




Sender Anonymity example
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Sender Anonymity example Known by adversary

Not known by adversary
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Receiver Anonymity

e An adversary can know:

o All corrupt-to-corrupt communication

o The content of every message sent to a corrupt receiver

e An adversary cannot know:

o Everything else regarding the content and mapping of messages




Receiver Anonymity example Known by adversary
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Fully homomorphic encryption (FHE)

e Operate (addition and multiplication) on ciphertexts

e This is the basis of the oblivious placing mechanism

m1 + mo = Dec(Enc(m1) + Enc(ms))

m1 - mg = Dec(Enc(m;) - Enc(my))




Why this is useful

e Suppose we wanted to place
my - 1 = Dec(Enc(m;1) - Enc(1))

e Suppose we did not want to place

m1 - 0 = Dec(Enc(m;) - Enc(0))




FHE with Ring Learning With Errors (RLWE)

e A known polynomial multiplied by a secret polynomial added with some
small error is indistinguishable from a randomly selected polynomial.

polynomial x secret + error = random polynomial

q ciphertext modulus
Ry | Z[z]/(x +1) mod ¢, ¢, N € N

For a secret s € R, with polynomials a,u € Ry and small error e, (a,a-s+e) and (a,u)
are computationally indistinguishable.

Lyubashevsky et al. (2010)




RLWE Ciphertext

q ciphertext modulus A =q/t
t plaintext modulus t < ¢ m € Ry
Ry | Zlz]/(x™ +1) mod ¢, g, N € N a,s € Ry
X some small error distribution €<— X

RLWE,(m) = (a,b) € RZ such that b=a-s+A-m+e

Am~b—a-s

Brakerski et al. (2011) 2




RLWE Addition

e RLWE + RLWE makes sense;

RLWES(ml) -+ RLWES(mQ) = (CL = a1 +ag, b =0y + bQ)

A-(mi+m2)~b—s-a
= by + by — s(a1 + ag)
=(a1-s+A-my+e1)+(az-s+A-mo+e2)—s(ar + az)
=A-mi+e+A -mo+eo

e Multiplication is not so simple.




Ring Gentry-Sahai-Waters (RGSW)

e Vector of decomposed RLWE ciphertexts
RGSW;(m) = (Decompose(RLWEs(—s - m)), Decompose(RLWE;(m)))

-------------------------------------------------------------------------------------------------------------

Y = lllullﬂllﬂllﬂllﬂllullﬂlli

--------------------------------------------------------------------------------------------------------

Zama. Accessed 3-30-2026. https://www.zama.org/post/tfhe-deep-dive-part-3

e Thisis a nuanced topic that is largely outside of our scope.

M | Gentry et al. (2013) 31



Why RGSW is important

e RGSW allows for multiplication. mi, My € Ry
s € Ry

RLVVES(ml) . RGSWS(mg) — RLWES(ml . mg)

M Chillotti et al. (2020) 32



Multi-party FHE




Multi-party FHE

e We want a scheme in which a router cannot simply decrypt.

® (ER, user secret keys) < Setup(1*, n)

e (¢) + Enc(pk,m)

e (m) < Dec(user secret keys, c)




Multi-party FHE with RLWE - 1
e Participants agree on some a.

e FEach user ¢ calculates pk = a - s; + e.

e pk=3", pk.

M Mouchet et al. (2021) 35



Multi-party FHE with RLWE - 11

e (a,b) < Enc(pk, m):

— Sample u from R,

—d =u-at+eandV =u-pk+Am+e

e (Am) < Dec(user secret keys, (a’,b')):

— Each user i calculates d; = a’ - s; + e;

M Mouchet et al. (2021) 36



Homomorphic Placing




Understanding the placing problem

e Reminder: we want the router to be able to obliviously place ciphertexts.

e We could have RLWE encrypted messages, with RGSW encrypted bits.

e Have the user send the encrypted bits!




The placing mechanism

e SortingHat by Cong et al.
e Binary tree structure in which the the root is distributed to the leaves.

e Distribution is done according to the indices.

M | Cong et al. (2022) 39



Quick detour: Plinko

e Plinko is from the game show “The Price is Right”




The placing mechanism through Plinko

Index: [1, 0, 1]




The placing mechanism through Plinko

Index: [1, 0, 1]




The placing mechanism through Plinko

Index: [1, 0, 1]




The placing mechanism through Plinko
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The placing mechanism through Plinko
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The placing mechanism through Plinko

1
.ﬂ.\o
2 34 5 o6 7 1

Index: [1, 0, 1]




The placing mechanism through Plinko

Index: [1, 0, 1]




The actual placing algorithm

Algorithm 1 Homomorphic Placing _
Input: ¢ := RLWEF;((m), A= {RGSW&(mw)}wE{Q” log(p-n))-1}
Output: RLWE ciphertext array with ¢ placed according to A

1: function HOMPLACING(c, A*)

2: by s=e

3: b= RLWEpAk(O) forz e {1,...,2p-n—2}

4 for w < {0,...,log(p-n)—1} do > Iterate through each layer
5 for z + {0,...,2¥ — 1} do > Iterate through each leaf
6 l)Qw+1+2.z_1 = b2“—’—+—z—1 - ({)2“'-1-2 ) A;ku)

& b2w+1+2,z+1 = (bgw_i_z_l A;'L)

8 end for

9 end for

10: return by.p,...bopn—1

11: end function




What about the rest of the messages?

e We add the output of all placing algorithm executions.

e Thisresults in an failure rate dependent on the value of the bin multiplier.

e We'll analyze this in the results section.
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ARN with Sender Anonymity




ARN with Sender Anonymity reminder

e We want messages to not be tied to its sender.

e We do not care if the message is seen by anyone.




ARN with Sender Anonymity example
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ARN with Sender Anonymity example
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ARN with Sender Anonymity construction - I

e Setup(1*,n,k): Output pk and user secret keys from MP.Setup(1*,n, k).
® Enc(@,mﬂr):

— Randomly sample v from {1,...,k}

B {RLWEpAk(m) if j = u,

— For each router j: ¢ = .
RLWE&(O) otherwise.

— Randomly sample a from {0,...,p-n —1}
— Let A be the binarized a such that A, = RGSW pAk(a;L.)

— Output {c;} e such that ¢; = (c}, A)




ARN with Sender Anonymity construction - II

e We only have to use the placing algorithm for routing.

Rte({ci}icn)):
— C; = (CQ,AQ)
— Output C, the addition of all HomPlacing(c}, A;).

e The zero-encrypted messages do not affect the algorithm.




ARN with Sender Anonymity construction - III

e C(Collectively run the multi-party decryption method.

Dec(user secret keys, C):

— m”* <~ MP.Dec(user secret keys, ¢*) where c* € C.

— Output multiset of all non-zero m*

e Non-zero messages are forwarded to every user.




ARN with Receiver Anonymity




ARN with Receiver Anonymity

e Sender Anonymity seems very lacking.

e However, it is very useful in creating ARN with Receiver Anonymity.
e Reminder:

o Senders don't know the destination.

o Receivers don't know the sender.

o A message is only known by its sender and receiver.

e A standard public key seems to fit this perfectly.




Defining public key encryption

- \
(pk, sk) < Gen(1%),
Let PKE := (Gen, Enc, Dec) where < ¢ < Enc(pk,m), s
m < Dec(sk, c).
- Z

A user's public key should not have identifiable information!



Receiver Anonymity example
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Receiver Anonymity example
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Receiver Anonymity example
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Receiver Anonymity example
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ARN with Receiver Anonymity construction - I

e Setup(1*,n, k):

— Output pk and user secret keys from MP.Setup(1?,n, k).
— For each receiver /: pk,,sk, < PKE.Gen(1?)




ARN with Receiver Anonymity construction - II

o Enc(pk,m,):

_ r/)i = (F/)T(* pk) and ¢* := PKE.Enc(pk,,m).

— Output ARN with sender anonymity’s Enc(gk*, s m)
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The bin multiplier p

e Failureis largely dependent onit.

e We show the probability of success for two values:

pe{16, 32/k}




Success probabilities per the bin multiplier

1 Bin multiplier (p)
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32/k

99—

0.99 e
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Implementation details

e Using the Lattice-Estimator library, yields 115 bits of security.
e Built in Rust with the TFHE-rs library.

e Inteli5-14400

e 32GB of RAM

Albrecht et al. (2015) and Zama (2022) 70




Benchmark details

e We show computation times for
o pe{16, 32/k}
o and n € {32,64,128}
e We give a non-direct comparison to sPAR




Setup times for p € { 16, 32/k }
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Encryption times for p € { 16, 32/k }
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Decryption times for p € { 16, 32/k }

p =16
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Router times for p € { 16, 32/k }

p =16
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Another detour for the bin multiplier p

e Thisis a significant departure from sPAR.

e Allows a smaller bin multiplier and smaller probability of failure.

e Essentially, it allows for p=1/k

e However, there are some complications.




Final remarks

e The scenario in which some routers fail, a subset of messages still get
transmitted.

e This opens the door to users picking a subset of routers

e We achieved an improvement in performance




Thank you

Questions?
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